CepBUCHbIe MapLupyTU3aTopbl cepumn ESR

TexHUUyeckoe onucaHue .’_“ie LTeX

KomnneKkcHble peleHna ana nocTpoeHmna ceTei

— MapLupyTt1sauma AaHHbIX

— MHoronpoToKosibHass KOMMmyTauusa no metkam (MPLS)

— MNocTpoeHue 3awmuieHHoro nepumetpa cetu (NAT, Firewall)

— MOHUTOPUHTI M NpepoTBpalLeHue ceTesbix aTakK (IPS/IDS)

— MoHUTOPUHT KayecTBa 06cnyKusaHusa (SLA)

— ®dunbTpaumaA ceTeBbIX 4AHHbIX MO PA3/IMYHbIM KPUTEPUAM
(BKAtOYaA PpUNbLTPaALUIO NO NPUIOKEHUAM)

— OpraHu3auma 3alMULLEHHDbIX CETEBbIX TYHHENel mexXay
dunmanamm KomnaHui

—YpaneHHoe NoAaKlouEeHUE COTPYAHUKOB K opucy

— YnpaBneHue u pacnpeaeneHune WKpuHbl MHTEpHeT-KaHana B
oduce nocpeactsom QoS

— OpraHu3auua pesepBHOro coeguHeHUs (npoBogHoe uam
nocpegcrsom 3G/LTE-moaema)

— TepMUHUPOBaHME K/IMEHTOB U OFrpaHUYEHUI1 NO nonoce
nponyckaHusa BRAS (IPoE)

MNpoussogutTenbHOCTbL

KntoueBbiMM anemeHTamm cepumn ESR aBnaAlOTCA cpeacTBa annapaTHOrO YCKOPeHUsA 06paboTKM AaHHbIX, MO3BOAAOWME
[0CTUYb BbICOKMX YPOBHE NPOU3BOANTENBHOCTU. [IporpammHan 1 annapatHaa obpaboTka pacnpeseneHbl Mexay y3namu
yCTpOMCTBa.

®dYHKLMOHANbHOE Ha3HaueHue

CepBucHble MaplupyTusaTopbl ESR-10, ESR-12V(F), ESR-14VF, ESR-20, ESR-21, ESR-100 1 ESR-200 npeaHa3Ha4yeHbl Ans
MCMNONb30BaHMA B KOPMOPATUBHbIX CETAX CBA3W A/1A NOAK/IOYEHUA HeOO0NbWNX N cpeaHuX odUcoB KomnaHui. PyHKLMO-
Ha/IbHOCTb MEKCEeTEBOrO 3KpPaHa M MapLupyTM3aTopa No3BosAeT obecneynTb 6€30MacHOCTb NPU PA3INYHbIX BapuaHTax
NoAKAYeHUA Yepes ceTb MIHTepHeT. YCTpoiCTBa NoafepKMBAOT pacliMpeHHble GYHKLMM MapLipyTusaumm, dyHKLMm
OpraHM3aunn TePPUTOPUANbHO-PaCcTpeseNeHHbIX ceTei U GyHKLMM 0becneyeHns ceTeBo 6e30MacHOCTU.

e VYctporictea ESR-12V, ESR-12VF nmetoT B coctaBe NopTbl FXS, 4To N03BONAET YCTaHOBUTb B 0puce A0 TPEX aHA/IOrOBbIX
TenedOoHHbIX annapaToB U NOAKAOUUTL UX K KOPNOpaTUBHON TeniepoHHOM ceTn 6e3 NpUMeHeHNA OTAENbHbIX TenedoH-
HbIX WAt0308. Hannume nopta FXO nossonseTt 3ape3epBmpoBaTtb TenePoHHOE NOAKAIOUEHME NO aHANOITOBOM IMHUN B
C/Nly4yae OTCYTCTBUSA CBA3M A0 LeHTpasabHoM ATC.

* Mogenb ESR-14VF otanyaeTtca tem, yto umeet 4 FXS-nopta n He umeeT FXO-nopTos.

e YcrporictBa ESR-20 n ESR-21 npeactasnstoT coboi yHMBepcaabHble CEPBUCHbIE MApLUPYTU3aTOpPbI, pa3paboTaHHble ¢
yyeTomM TpeboBaHMii NpeanpuaTUin sHepreTUYeckol 1 HedTterasosol otTpacnei. OTANYUTENbHOM 0COBEHHOCTBIO MOje-
nun ESR-21 agnaeTca eé oCHaWEeHHOCTb AONOAHUTENbHLIMM NOPTaMm cTaHaapTa RS-232, KOTopble MOTyT MCNO/1b30BaThb-
€S ANA peannsaumm AoNOAHUTENbHbIX QYHKUMA — YA eHHOTo KOHCO/IbHOTO A0CTYNa K pASoM cToalemMy obopyaoBa-
HUtO (pexkum AUX), NoaKAOYEHUSA K CEPBUCHOMY MapLLUpYyTU3aTopy NpoBOAHbIX 1 GSM-moaemos.

e Ycrtpovictea ESR-100 1 ESR-200 nmetot B coctase 4 Combo-nopta 10/100/1000BASE-X ¢ BO3MOKHOCTbIO MCMO/Ib30BaAHMUSA
TpaHCUBEPOB ANA ONTUYECKOro noakatodeHua nnm RJ1-45 ana anektpudeckoro. ESR-200 nmeet 4ONOAHUTENBHO 4 NOPTa
10/100/1000BASE-T.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR

DHELTEX

KomnnekcHble pelleHna gaa NoCTpoeHuA ceTem

TexHUueckue xapaKTepPUCTUKKU

Combo 10/100/1000BASE-T/
1000BASE-X SFP (LAN/WAN)

Ethernet 10/100/1000BASE-T
(LAN/WAN)

Ethernet 1000BASE-X SFP
(LAN/WAN)

Serial (RS-232)
Console (RJ-45)
FXS

FXO

USB 2.0

USB 3.0

Cnot gna SD-kapT

Ei?::ﬁ?ﬂ:ﬁ&i;ﬁ;;msaumM 0,98 rout/c; 3,7 Téut/c; 2,5Téut/c; 1,28 Féut/c; 1,89 réut/c;
(bpeiimbl 1518B) 81k nkt/c 307k nkt/c 212k nkt/c 106k nkt/c 161k nKT1/C
flpou3oauTe/bHOCTS 68 M6UT/c; 230 M6uT/c; 190 M6uT/c; 62 M6MT/C; 92 M6MT/C;
AU N T EE T 115k nkt/c 390k nkr/c 320k mkt/c 105k nkt/c 155k nmKkT/c
(dperimbi 70B)
Ei':;’vczlﬁ?ﬂ:;jr}\:\:“cs:-rb'rmsa n 650 M6ut/c; 660 M6ut/c; 660 Mbut/c; 660 M6ut/c; 1,90 réut/c; 1,35T6ut/c; 580 M6ut/c; 890 MbuUT/c;
(IMIX) puipy 4 118k nkt/c 119k nkt/c 119k nkt/c 119k nkt/c 345k nkt/c 246k nkt/c 106k nkt/c 161k nKT/c
MpounssoauTenbHoCTb L2 0,98 réut/c; 3,7 éut/c; 2,5 réut/c; . .
KommyTaumu (dpermbl 1518B) 81k nkt/c 307k nkt/c 212k nKT/C
MpoussoautenbHocTb IPsec VPN 153 M6uT/c; 0,50 réur/c; 0,50 réut/c; 0,30 Iéut/c; 0,46 I6ut/c;
(dpeimbl 1456B) 13k nkt/C 43k nkt/c 43k nkt/c 26k nKt/c 40k nkT/c
115 M6ut/c; 290 M6ut/c; 290 M6ut/c; 175 M6éut/c; 264 M6ut/c;
nfrepsea e e b sl 21k nKt/c 54k nkTt/c 54k nKt/c 32k nkt/c 49k nkT/c
MpowussoautensHocTb IPS/IDS 10k 51 M6ut/c; 146 M6ut/c; 146 Mbut/c; 56 M6ut/c; 85 M6uUT/C;
npasun 10,7k nkt/c 32,2k nkt/c 32,2k nkt/c 12,0k nkt/c 19,3k nKTt/c
253;3i‘a’ﬂ:;e“Mb:L°sCTb 0,98 r6uT/c; 3,62T6uT/c; 3,62T6ut/c; 2,9 T6ut/c; 3,9 6UT/C;
yrau 81k nKt/c 299k nkt/c 299k nkt/c 238k nKkt/c 323k nmKt/C

(dperimbl 1518B)

UHTepdeiicbl

CUCTEMHbIE XapaKTEPUCTUKU

Konuuectso VPN-TyHHenew 10 250
CTaTMyeckme MapLpyThbl 1k 11k
KonunuectBo KOHKYPEHTHbIX ceccui 4k 256k
Mogpepkka VLAN 0o 4k aktmeHbIx VLAN B cooTBeTcTBMM € 802.1Q
Konunyectso mapupytos BGP 1M 2,5M
Konunuectso mapwpyTtos OSPF 30k 300k
Konunyectso mapupytos RIP 10k

Tabavua MAC-agpecoB 2k 3anuceit Ha Bpuax

Pasmep 6a3bl FIB M 1,4M

VRF

Habop ¢yHKLMI cooTBeTcTBYeT Bepcun M0 1.17.3



CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR

TexHuyeckoe onucaHue "’be LTeX

KomnneKcHble peleHna ana nocTpoeHna ceTel

dusnueckne xapakTtepucTUKM

_ ESR-10 ESR-12V | ESR-12VF | ESR-14VF m ESR-21 ESR-100 ESR-200

dur3nyecKne XapaKTePUCTUKU U YCIOBUA OKPYKaloLei cpeabl

MakcumanbHas notpebnsemas

9 BT 22 BT 22 BT 22 BT 25 Bt 32 Bt 20 BT 25 BT

MOLLHOCTb

230 B AC

(4epes

Nutanme anante 100-264B 100-264B 100-264B 100-264B 100-264B 100-264B 100-264 B

nf;TaHME AC, 50-60 Iy, AC, 50-60 Iy, AC, 50-60 Iy, AC, 50-60 Iy, AC, 50-60 Iy, AC, 50-60 Iy, AC, 50-60 I,

12B,1,5A)

MaKcuMManbHbIl YypOBEHb LyMa — — — — — — 57 nb 57 nb
NHTepBan pabounx Temnepatyp ot 0 po +40 °C o1 -10 po +45 °C
MHTepBan TemnepaTypbl XpaHeHUA ot -40 po +70 °C
OTHOCUTENbHAA BNAAXKHOCTb NpwU He 6onee 80 %
3KcnayaTtaumm
OTHOCUTENbHAA BNAAXKHOCTb NpwU oT 10% 70 95 %
XpaHeHun
FabapuTbl (LLIXBxT, mm) 185x32x118 267x43,6x160,5 267x44x212 430x44x225 310x44x240
Macca 0,3 Kr 1Kr 1kr 1kr 2 Kr 3,15 Kkr 2,5 Kr 2,5 kr
CpoK cy»6bl He meHee 15 net

(DyH KUUOHaAbHbl€ BO3MOXHOCTHU

NopaKkntouyaemble MHTepPEMChbl ®YyHKuum L2

— USB 3G/4G/LTE-moaem — KommyTtaumsa naketos (bridging)

— E1 TopGate SFP — Arperauua nHtepdericos LAG/LACP (802.3ad)
- DialUp-mogem (Tonbko ESR-21) —Noppep:xka VLAN (802.1Q)

Knuentbl Remote Access VPN — Jlorndeckme nHTepdeiico

— PPTP/PPPOE/L2TP/OpenVPN/IPsec XAUTH — LLDP, LLDP MED

— VLAN MAC
Cepsep Remote Access VPN Ha OCHOBE

— L2TP/PPTP/OpenVPN/IPsec XAUTH ®yHKuuy L3 (IPv4/IPV6) _
Site-to-site VPN — TpaHcnauma agpeco NAT, Static NAT, ALG

. — CTaTnyeckme mapLipyThbl
— IPsec: pexkumsl «policy-based» n «route-based»
— DMVPN — AnHamunyeckme NpoToKoAbl MapLlipyTtmsaumm RIPv2,

— Anroputmbl wndposaHua DES, 3DES, AES, B gi:gzg\/z;iﬁ' EIGPTOB (prefix list)
Blowfish, Camellia paL, pwpy P

—VRF
- A " IKE MD5, SHA-1
yTeHTUdMKaumMa coobLeHnin 5§ , _ Policy Based Routing (PBR)

HA-2
> — BFD gna BGP, OSPF, cTaTU4eCKMX MapLupyToB
TyHHenupoBaHue 1
BRAS (IPoE)
- E, E E
B :E?PGR , EOGR — TepmunHauma nonb3osaTenemn
— benble/yepHblie cnuckm URL
—L2TPv3

— KBoTupoBaHue no o6bémy TpadmKa, No BpemeHu

— LT (inter VRF routin
( 8) Cceccuu, No CeTeBbIM MPUIONKEHUAM

Habop ¢yHKuMIi cooTBeTCTBYET Bepcum MO 1.17.3




CepBUCHbIe MapLupyTU3aTopbl cepumn ESR
TexHuMueckoe onucaHue

SHELTEX

KomnneKcHble pelweHna Ana nocTpoeHna ceTel

QDyHKUMOHaAbHbIE BO3MOXHOCTU (MPOAO/NKEHUE)

BRAS (IPoE)* (npopon:keHue)

— HTTP/HTTPS Proxy

— HTTP/HTTPS Redirect

— AKKayHTUHT ceccuit no npoTtokony Netflow
— B3anmogeiicteue ¢ cepsepamm AAA, PCRF

— YnpasneHue Nosocoi NponyckaHma no opmcam u

SSID, ceccuam nonb3oBaTenen

— AyteHTdUKauma nonb3osatenei no MAC- nam IP-

agpecam

dyHKUMM ceTeBOM 3aLUTbI

— Cuctema obHapyXKeHua 1 NpeaoTBpaLleHuns
BTOpPKEeHuii (IPS/IDS)’

— B3sanmogeiictaue c Eltex Distribution Manager
ANA NONYYEeHUA NULEH3UPYEMOro KOHTEHTA —
Habopbl Npasun, Nnpeaoctasnsemole Kaspersky
SafeStream II'

— Web-¢unbrpaumsa no URL, no coaepumomy
(cookies, ActiveX, JavaScript)

—Zone-based Firewall

— ®unbtpauma Ha 6ase L2/L3/L4-nonen 1 no
NPUNOKEHUAM

— MNopaeprKka cnMckoB KoHTpons goctyna (ACL) Ha
6ase L2/L3/L4-nonei

— 3awwmTa ot DoS/DDoS-aTaK 1 onoseleHne 06
aTakax

— JlornpoBaHue cobbITUIM aTaK, cobbITui
cpabaTbiBaHWA NPaBUA

KauecTtBo o6cnykusanusa (QoS)

— 10 8 NpnopuUTETHbIX AN B3BELLUAHHbIX o4Yepeaen
Ha nopT

— L2- n L3-npuoputusaums Tpaduka (802.1p (cos),
DSCP, IP Precedence (tos))

— MpepoTepalleHne neperpyskn ovepeaei RED,
GRED

— CpepncTBa NnepemMapKMpoBaHUA NPUOPUTETOB

— MpumeHeHne nonutuk (policy-map)

— YnpasneHune nosiocok nponyckanua (shaping)

— Nepapxnyeckmin QoS

— MapKnpoBKa ceccui

YnpasneHue IP-agpecauueii (IPv4/IPv6)

— Cratndeckue IP-agpeca

— DHCP-knuneHT

— DHCP Relay Option 82

— BcTpoeHHbIn cepsep DHCP, nogaep:xka onymm
43, 60, 61, 150

— DNS resolver

—IP unnumbered
Habop ¢yHKLMIA cooTBeTcTBYET Bepcum MO 1.17.3
T AKTMBMpPYETCA NNLEH3NEN

CpepcTBa obecneyeHUA HafEeXHOCTU CeTH
—VRRP v2,v3
— Tracking Ha ocHoBaHuM VRRP- nan SLA-Tecta
—YnpasneHue napametpamun VRRP
—YnpasneHue napameTtpamun PBR
—YnpasaeHne aAMUHUCTPATUBHbIM CTaTyCOM
nHTepodelica
— AKTMBAUMA U AeaKTUBaALMA CTaTUYECKOro
MapLupyTa
— Ynpasnexue atpmnbytom AS-PATH un preference B
route-map
— banaHcupoBKa Harpyskm Ha WAN-uHTepdelicax,
nepeHanpas/eHMe MOTOKOB AAaHHbIX, MEPEKAOYEHNE
Nnpu OLLEHKEe KayecTBa KaHana
— Pe3epBupoBaHue ceccuit firewall

MOHUTOPUHT M ynpaBaeHue

— MNoppeprkKa CTaHAAPTHbBIX U paclunpeHHbix SNMP
MIB, RMONv1

— BcTpoeHHbIi Zabbix agent

— AyteHTMdMKaUMA nonb3oBaTenei No NoKanbHoM H6ase
cpeacteamum npotokonos RADIUS, TACACS+, LDAP

— 3awmTa oT oWmMbOK KoHPUTYpUpoBaHKUA,
aBTOMATMYeCKoe BOCCTaHOBAEHWE KOHbUTrypaLmu.
Bo3moxKHOCTb cbpoca KoHPUrypaLmm K 3aBOACKUM
HaCcTpoMKam

— UHTepdeicbl ynpasneHms CLI

— Mopaeprkka Syslog

— MOHUTOP MCNONb30BAHUA CUCTEMHbIX PECYPCOB

— Ping, traceroute (IPv4/IPv6), BbiBOA, MHPOPMALUK O
nakeTax B KOHCONM

— O6HoBneHue [0, 3arpysKa 1 BbIrpy3Ka
KoHourypauum no TFTP, SCP, FTP, SFTP, HTTP(S)

—MNoppepKka NTP

— Netflow v5/v9/v10 (akcnopt ctatnuctukm URL gns
HTTP, host ana HTTPS)

— JlokanbHOe ynpaBaeHne Yepes KOHCONbHbIMA NOPT
RS-232 (RJ-45)

— YnaneHHoe ynpasneHue, npoTtokosbl Telnet, SSH
(IPv4/IPv6)

— BbiBog, HpopMaumm no cepsrcam/npoLeccam

— JlokanbHoe/yaaneHHoe coxpaHeHne KoHpUrypauui
MapLpyTM3aTopa




CepBUCHbIe MapLupyTU3aTopbl cepumn ESR

TexHnueckoe onucaHue ._’\e LTex

KomnneKcHble pelweHna Ana nocTpoeHna ceTel

QDyHKUMOHaAbHbIE BO3MOXHOCTU (MPOAO/NKEHUE)

®dyHKUMM KOHTpoAA SLA MPLS
— Eltex SLA — NoppepKa npotokona LDP
OueHKa NapameTpoB KaHAN0B CBA3MW: — MNogpaepska L2VPN VPWS
— Delay (one-way/two-way) — Nopaepka L2VPN VPLS Martini Mode
— litter (one-way/two-way) — Nopaepka L2VPN VPLS Kompella Mode
— Packet loss (one-way/two-way) —Mopapepxka L3VPN MP-BGP

— KoaddunumeHT owinbok B nakeTax
— HapyweHune nocnenoBaTeNbHOCTN AOCTABKM
nakeToB
— Wellink SLA (wiSLA)"

UHdopmauma paa 3akasa

Hawwewosawsel _____ Omcawe

CepBucHbIit mapwpyTusatop ESR-10, 4xEthernet 10/100/1000BASE-T, 2x1000BASE-X (SFP), 1xConsole

ESR-10 (RJ-45), 2xUSB 2.0, 1 6 RAM, 512 MB NAND-Flash, 12 B DC (230 B AC 4yepes agantep nuTaHus).

ESR-12V CepBuCHbIN mappyTusatop ESR-12V, 8xEthernet 10/100/1000BASE-T, 1xConsole (RJ-45), 2xUSB 2.0, 3xFXS,
1xFXO, 1 I'b RAM, 512 MBb NAND-Flash, 100—264 B AC.

ESR-12VE CepBucHbIn maplupyTmsaTop ESR-12VF, 8xEthernet 10/100/1000BASE-T, 1x1000BASE-X (SFP), 1xConsole
(RJ-45), 2xUSB 2.0, 3xFXS, 1xFXO, 1 ' RAM, 512 Mb NAND-Flash, 100-264 B AC.

ESR-14VF? CepBucHbIN maplupyTmsaTop ESR-14VF, 8xEthernet 10/100/1000BASE-T, 1x1000BASE-X (SFP), 1xConsole
(RJ-45), 2xUSB 2.0, 4xFXS, 1 I'b RAM, 512 MBb NAND-Flash, 100-264 B AC.

ESR-20 CepBucHbIN maplupyTmsaTop ESR-20, 2x10/100/1000BASE-T, 2xCombo 10/100/1000BASE-T/1000BASE-X
(SFP), 1xConsole (RJ-45), 1xUSB 2.0, 1xUSB 3.0, 1 cnot ansa SD-kapT, 4 ['b RAM, 4 I'b Flash, 100-264 B AC.

ESR-21 CepBucHbIn mappyTusatop ESR-21, 8x10/100/1000BASE-T, 4x1000BASE-X (SPF), 1xConsole (RJ-45), 1xUSB
2.0, 1xUSB 3.0, 1 cnot gna SD-KapT, 3xSerial (RS-232), 4 I'b RAM, 4 I'b Flash, 100-264 B AC.
CepBucHbIi mapwpyTusatop ESR-100, 4xCombo 10/100/1000BASE-T/1000BASE-X (SFP), 1xConsole (RJ-45),

ESR-100 1xUSB 2.0, 1xUSB 3.0, 1 cnot ana SD-kapT, 4 ['b RAM (8 I'b aocTynHo no 3anpocy), 1 '6 NAND-Flash,

100-264 B AC.

CepBucHbIN maplupyTmsaTop ESR-200, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X
ESR-200 SFP, 1xConsole (RJ-45), 1xUSB 2.0, 1xUSB 3.0, 1 cnot ana SD-KapT, 4 6 RAM (8 I'b gocTynHo no 3anpocy),
1 b NAND-Flash, 100-264 B AC.

Habop ¢yHKuMI cooTBeTcTBYeT Bepcun M0 1.17.3
T AKTUBMpPYETCA IMLEH3ME

2 Mopenb AOCTyMHa noj, 3aKas

0 komnaHuu ELTEX

Mpegnpusatue «NITEKC» — Beaywmii pOCCUNCKUA pa3paboTymK U Npons-

‘ ﬁ dam BOAMUTENb KOMMYHUKALMOHHOrO obopyaoBaHua ¢ 30-neTHein nctopmei.
KOMNNEeKCHOCTb peLueHnii U BO3MOXKHOCTb MX 6eCLOBHOM MHTerpauum
B MHOPACTPYKTYPY 3aKasumKka — NPUOPUTETHOE HanpaBieHue pa3BUTUA
KOMMaHUU.
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